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Advanced Features

The more wireless LAN is to become a mainstay of corporate communication, the
more features are needed that go beyond providing pure connectivity.

Reliable authentication and authorization of end devices is just as important as
scalable management. Voice over WLAN is very important for the integration of
mobile telephones in unified communications solutions, which places
considerable demands on quality of service (QoS) and roaming capabilities.

This WLAN course covers the advanced topics required for professional WLANSs.
Part of the course consists of practical demonstrations and exercises on the test
network.

Course Contents

¢ Advanced Security: 802.1X, RADIUS, EAP

¢ Authentication with Certificates

¢ Quality of Service

¢ 802.11e and 802.11 vs. Wi-Fi Multimedia (WMM)

¢ \oIP over WLAN

e Multicast and 802.11

¢ Fast Roaming and 802.11r

¢ Radio Resource Management with 802.11k and 11v
¢ Management of WLANs

e Centralized Structures with WLAN Switches (CAPWAP)
* Wireless Mesh Networks According to 802.11s

e Design of Enterprise Solutions

o WLAN Design with VLANs

e Location Tracking with 802.11

¢ HotSpot 2.0 with 802.11aq (Mobile Offload)

Prerequisites

For successful participation in this course, a good knowledge of wireless LAN is
required, as can be acquired in the course Wireless LAN | — Technologies, Access
Procedures, and Security Concepts.
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This Course in the Web

=[] You can find the up-to-date
"+ information and options for ordering
under the following link:
www.experteach-training.com/go/WLAA

Reservation

On our Website, you can reserve a course seat for 7
days free of charge and in an non-committal manner.
This canalso be done by phone under +49 6074/4868-0.

Guaranteed Course Dates

To ensure reliable planning, we are continuously
offering a wide range of guaranteed course dates.

Your Tailor-Made Course!
We can precisely customize this course to your
project and the corresponding requirements.

Premium Print Package

You can optionally purchase the high-
quality Premium Print Package for this
course at a price of € 150 (plus VAT).

Training Prices, excl. of V.AT.
Classes in Germany 2Days €1,595
Classes in Austria 2Days €1,595
Online Training 2Days €1,595

Date/course venue Course language German Hll

05/11-06/11/26 LasHamburg 13/05-14/05/27 wasHamburg
05/11-06/11/26 asOnline 13/05-14/05/27 wasOnline
17/12-18/12/26 wasOnline 24/06-25/06/27 wadMiinchen
17/12-18/12/26 wasWien 24/06-25/06/27 wasOnline
14/01-15/01/27 wasHamburg 12/08-13/08/27 iasFrankfurt
14/01-15/01/27 wasOnline 12/08-13/08/27 wadOnline
18/02-19/02/27 wasOnline 23/09-24/09/27 wadHamburg
18/02-19/02/27 wasWien 23/09-24/09/27 wasOnline
08/04-09/04/27 isasFrankfurt 11/11-12/11/27 wasOnline
08/04-09/04/27 iasOnline 11/11-12/11/27 waaWien




1 New services and protocols for wireless networks

1.1 IP-based protocols for the WLAN

1.1.1 New services in the WLAN

1.1.2 Comparison of network functions

1.2 Intelligent wireless system

1.2.1 Requirements for an intelligent radio system
2 Central infrastructure and management

2.1 New WLAN architecture

2.1.1 Control and Provisioning of Wireless Access Points

2.1.2 Split-MAC architecture

2.1.3 Historically: LWAPP and Co.

2.2 CAPWAP connection setup

2.2.1 Data exchange between controller and AP

2.2.2 CAPWAP connection structure

2.3 Communication paths in the network

2.4 Multi-site WLANs

2.4.1 Controller cloud in the data center

2.4.2 Remote access points

2.5 Roaming behavior

2.5.1 Fast BSS transitioning

2.5.2 Layer 2 roaming

2.5.3 Layer 3 roaming

2.6 Radio Resource Management

2.6.1 IEEE 802.11k

2.6.2 [EEE 802.11v

2.7 Redundancy topologies

2.8 WLAN management
3 Quality of Service in the Enterprise Network

3.1 What is Quality of Service?
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3.1.1 Why QoS?

3.2 Tools in QoS

3.2.1 Classification

3.2.2 Marking on Layer 2

3.2.3 Marking in WLAN

3.2.4 Marking on layer 3

3.2.5 Queueing

3.2.6 Traffic types, traffic classes and queues
3.3 QoS in the wireless LAN vs. QoS in the LAN
3.4 |EEE 802.11e

3.4.1 Enhanced Distributed Channel Access (EDCA)
3.4.2 HCF Controlled Channel Access (HCCA)
3.4.3 Block Acknowledgements (Block Ack)
3.4.4 No Acknowledgement (No Ack)

3.4.5 Automatic Power Save Delivery (APSD)
3.5 WMM - Wi-Fi Multimedia

3.6 IEEE 802.11aa

3.6.1 Overlapping Basic Service Sets (OBSS)
3.6.2 Groupcast with Retries

3.7 802.11ae: QoS for management frames
3.8 QoS in the switched WLAN

3.8.1 From WLAN controller to client

3.8.2 From the client to the WLAN controller
4 Mobility Services

4.1 Location-based services
4.1.1 Positioning

4.1.2 Outdoor mesh

4.2 Mobile Offload
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4.2.1 HotSpot 2.0

4.2.2802.11aq

4.3 Management systems
5 Planning and implementation of wireless LANs

5.1 Drawing up the requirements profile

5.2 Site survey

5.2.1 Tools for the site survey

5.3 Example: Office environment

5.3.1 Which standard is the right one?

5.3.2 Spatial planning

5.3.3 Frequency planning

5.3.4 Security

5.3.5 WLAN concepts

5.3.6 Layer 3 roaming

5.3.7 Integration in LAN structures

5.4 Example: Voice over WLAN

5.4.1 Radio cell planning for VoOWLAN

5.5 Example: Hotspot

5.5.1 Authentication

5.5.2 WLAN in the mobile network

5.6 Example: Wireless backbone

5.6.1 Point-to-point connections

5.6.2 Point-to-multipoint connections

5.7 Selection of hardware

5.8 Multicasting

5.8.1 Multicasting on the LAN

5.8.2 Multicasting in the WLAN
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