Web Hacking

This web hacking course provides an in-depth understanding of typical attacks on
web applications and at the same time shows where protective measures can be
applied in practice. The OWASP Top 10 serve as a structuring basis for specifically
classifying real vulnerabilities and better understanding the approach of attackers.
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The course is divided into the phases of information gathering, attack execution
and technical analysis. You will work with tools such as Burp Suite or SQLMap,
investigate SQL, XML and command injections, analyze session and authentication
mechanisms and research client-side attacks such as XSS or clickjacking. You will
learn to identify typical points of attack and classify attack patterns with
confidence.

Course Contents

¢ Motivation and approach to web attacks

¢ Vulnerability classification according to OWASP Top 10
¢ Reconnaissance and information gathering

¢ Uncovering DNS, subdomains, and metadata

¢ Fingerprinting and error analysis on the web

e Attacks on authentication and sessions

e Session hijacking and token manipulation

e Password attacks and credential reuse

¢ Injection attacks: SQL, OS, XML, API

¢ Recognizing cross-site scripting variants

o Client-side attacks and Ul manipulation

e Local and remote file inclusion

* Bypassing access controls

* Protective mechanisms in the application context
¢ Analyzing and classifying security vulnerabilities

The detailed digital documentation package, consisting of an e-book and
PDF, is included in the price of the course.

Target Group

The course is aimed at people with basic knowledge of hacking as well as web
developers who want to get straight into the topic of web security. The aim is to
detect attacks at an early stage and secure web applications in a targeted manner.

Prerequisites

For this course, a basic understanding of the topics of security and hacking is
advantageous, which can be acquired through the courses Hacking | -
Understanding network attacks and Hacking Il - Attacks on end devices and
applications.
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This Course in the Web

E%:x%EE You can find the up-to-date
=B information and options for ordering
; under the following link:
www.experteach-training.com/go/HAWE

Reservation

On our Website, you can reserve a course seat for 7
days free of charge and in an non-committal manner.
This canalso be done by phone under +49 6074/4868-0.

Guaranteed Course Dates
To ensure reliable planning, we are continuously
offering a wide range of guaranteed course dates.

Your Tailor-Made Course!
We can precisely customize this course to your
project and the corresponding requirements.

Training Prices, excl. of V.AT.
Classes in Germany 2Days €1,595
Online Training 2Days €1,595
Date/course venue Course language German L

07/05-08/05/26 wasFrankfurt 10/08-11/08/26 wasOnline
07/05-08/05/26 wasOnline 19/11-20/11/26 wasFrankfurt
10/08-11/08/26 LuasFrankfurt 19/11-20/11/26 wadOnline




Our Training Offer for You:

Classroom Training
The live training experience in our training centers or on your premises

on-site.
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Online Training
Attend your course in online mode - without travel and accommodation
expenses and effort.

Hybrid Training
Classroom & online in one course — choose how you wish to participate
in your training event.
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In-house Training
We create your customized training concepts for your project.
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I Guaranteed Course Dates
ExperTeach guaranteed course dates allow for secure and reliable planning.
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