ExperTeach
E NETWORKING

TCP/IP

Protocols, Addressing, Routing

The TCP/IP protocol family plays a dominant role in the IT world. Even
applications such as telephony, which previously had nothing to do with IP, are
now an integral part of TCP/IP. Knowledge of the associated protocols is an
absolute must for every system or network administrator. The know-how
imparted with many practical examples enables participants to play an active role
in the planning, construction, operation and administration of IP-based networks.
The focus of this course is on communication between clients and servers, the
protocols and services required for this and the most common TCP/IP-based
applications.

Course Contents

* Overview of the TCP/IP protocol family

e Uses and applications for TCP/IP

¢ End devices and switches - components in the TCP/IP network

e Addressing with IPv4 and IPv6

e Public and private IP addresses

¢ |P networks, subnet masks and default gateways

* Network and Port Address Translation (NAT and PAT)

¢ TCP/IP in local networks - cooperation with Ethernet and WLAN

e Address resolution (ARP)

¢ |P routing in companies and on the Internet, routing protocols

¢ The ICMP protocol for testing and troubleshooting

¢ Dynamic Host Configuration Protocol (DHCP)

* Name resolution via Domain Name Service (DNS)

* The TCP transport protocol - ports, flow control and retransmissions
¢ The transport protocol UDP and its special features

* Classic TCP/IP applications such as HTTP and FTP, Telnet, SSH and Voice over IP
¢ Threats and security in IP networks

e Exercises and demonstrations on the test network

The detailed digital documentation package, consisting of an e-book and
PDF, is included in the price of the course.

Target Group

This course teaches the basics of networking for anyone involved in the planning,
implementation and operation of client-server systems and networks. It is suitable
for anyone who wants to get to grips with the world of TCP/IP from a technical
perspective.

Prerequisites

Fundamental network knowledge, such as that imparted by attending the course
Network technologies - Everything important at a glance!, is a prerequisite for
successful course participation.

This Course in the Web
il You can find the up-to-date
% information and options for ordering
; under the following link:
www.experteach-training.com/go/INIP

Reservation

On our Website, you can reserve a course seat for 7
days free of charge and in an non-committal manner.
This canalso be done by phone under +49 6074/4868-0.

Guaranteed Course Dates
To ensure reliable planning, we are continuously
offering a wide range of guaranteed course dates.

Your Tailor-Made Course!
We can precisely customize this course to your
project and the corresponding requirements.

Training Prices, excl. of V.AT.
Classes in Germany 3Days €1,795
Classes in Austria 3Days €1,795
Classes in Switzerland 3Days €2,290
Online Training 3Days €1,795
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An Overview of the TCP/IP World
Success Story of the Internet Protocol
Internet Standards

Fields of Application and Trends

Who speaks IP?

IP in Local Area Networks (LAN)

IP in Corporate Networks

IP in the Internet

The Major Trend: The Internet of Things (loT)
Application Fields of loT

Digitalization

Example: Digitization in Production

The Protocol Family and its Tasks

IP Packets

IP Addressing and Routing

Routing and Availability Information
Requirement: Defined Quality of Service
Layer 2

End-to-end Routing

IP Version 4—Addresses, Networks, Functions
Addressing with IPv4

The Task of IP Addressing
Representation of an IP Address

The Subnet Mask

Addresses and Networks

Network Addresses and Broadcasts
Public and Private IP Addresses
Private IPv4 Addresses and NAT
Subnetting for IPv4

Calculation of Subnetworks
Subnetting with Networks of the Same Size
Variable Length Subnet Mask (VLSM)
Subnetting and Route Summarization
IPv4—Fields and Protocol Functions
Type of Service

MTU and Fragmentation

Time-to-Live

The Address Resolution Protocol (ARP)
IP Addressing and ARP

ARP Cache

Duplicate Address Test with ARP
ICMP—Troubleshooting and Diagnosis
ICMP Ping and Echo

ICMP Error Messages

Multicast Addresses and Multicasting
Multicast IP Addresses

Multicasting in the LAN

IP Version 6—Addresses, Networks, Functions
Motivation for IPv6

Address Space

Header and Routing

Changes with IPv6

Protocol Header

Extensions and Next Header

IPsec

IPv6 Addresses and Address Types
Addressing Concept

Structure of IPv6 Addresses
Address Types
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Special Addresses

ICMPv6

ICMPv6 Echo and Echo Reply
ICMPv6 Error Messages
Neighbor Discovery with ICMPv6
Address Assignment with IPv6
Static Configuration

Stateless Autoconfiguration
DHCPv6

Interworking with IPv4
Configured Tunneling

IP Routing—The Path through the Network
IP Routing—Definition

The Data Transport through a Network
Sending a Packet

Receiving a Packet

Routing Decision

Exit Interface

A Routing Table

Static or Dynamic Routing

Routing Protocols

Routing by Means of Metrics

Metrics of Routing Protocols

Classification of Routing Protocols
Application Areas of Common Routing Protocols
Example—RIP

Example—OSPF

Routing in the Internet

Exchanges

Routing Protocols in the Internet

The Transport Protocols

Transport Protocols

Tasks and Functions

Source and Destination Port
UDP—Connectionless and Unacknowledged
Unacknowledged Communication

Typical UDP Applications
TCP—Connection-Oriented and Acknowledged
The Flags in the Code Field

TCP Basic Functions

TCP Options during Connection Setup
Sequencing of Data

Overload and Flow Control

Packet Loss and Retransmission

SCTP

QUIC—The New Transport Protocol
HTTP—The Clandestine Transport

Typical Applications of the TCP/IP World
DHCP

DHCP Default Functions: DORA
Further DHCP Functions
Duplicate Address Test (DAT)
DHCP Relay

DNS—Working with Names
Name Resolution via DNS

DNS between Client and Server
HTTP—World Wide Web
Browser and Server
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HTTP Versions

The HTTP Protocol

Communication Behavior of HTTP/1.1
Communication Behavior of HTTP/2
IETF-QUIC

Functions and Tasks of a Proxy Server
HTTPS—Secure Transmission

File Transfer with FTP and TFTP

Active FTP

Passive FTP

TFTP

File-sharing—Peer-to-Peer Applications
E-Mail—Electronic Mail

Voice over IP (VoIP)

Real-time Applications over IP—RTP
Signaling

Connection Setup via SIP

Remote Access via Telnet or SSH

SNMP for Network Monitoring

The Management Information Base (MIB)

TCP/IP—Hands-on Exercises in the Test Network
The Test Network

Access to Virtual Clients

On-site Lab

Wireshark—Short Overview

Starting the Capture

Saving a Capture

Capture Filter

Display Filter

Lab 1—Ping in Detail

Lab 2—Routing Table of the End Device
Lab 3—DHCP Processes

Lab 4—Manual IP Addresses

Lab 5—ARP Tables

Lab 5b—Local Address Resolution

Lab 5c—Resolution for Foreign Networks
Lab 6—Traceroute

Lab 7—Erroneous IP Information

Lab 7—Faulty Subnet Mask—I

Lab 7—Faulty Subnet Mask—I1

Lab 8—Duplicate IP Address

Lab 9—DHCP Processes

Lab 10—FTP

Lab 11—IPv6 in the Network

IPv6 Addresses and DNS
Autoconfiguration with SLAAC

DHCPv6 in Action

Solutions for Lab Exercises

Exercise Tasks on IP Addressing and Subnetting
Exercise: Presentation of the Subnet Mask

Exercise: Subnetwork Calculation with Magic Number

Exercise: Further Tasks on IP Subnetworks
Exercise: Variable Subnetting (VLSM)
Solutions to the Exercises

Useful Commands

List of Abbreviations




