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Security in Google Cloud

In this course, you will gain comprehensive knowledge of security controls and
techniques in the Google Cloud. Through a combination of lectures, live
demonstrations and hands-on exercises, you will learn to understand and
implement the building blocks of a secure Google Cloud solution. You will work
with powerful tools and services such as Cloud Identity, Identity and Access
Management (IAM), Cloud Load Balancing, Cloud IDS, Web Security Scanner,
BeyondCorp Enterprise and Cloud DNS to ensure security at the highest level.

Course Contents
• Google Cloud Security Fundamentals
• Securing Access to Google Cloud
• Identity and Access Management (IAM)
• Configuring Virtual Private Cloud for Isolation and Security
• Securing Compute Engine: Techniques and Best Practices
• Securing Cloud Data: Techniques and Best Practices
• Securing applications: techniques and best practices
• Securing Google Kubernetes Engine: techniques and best practices
• Protection against distributed denial-of-service (DDoS) attacks
• Content-related vulnerabilities: techniques and best practices
• Monitoring, logging, auditing, and scanning

In this course, you will learn the following skills:

• Understand the fundamentals of Google Cloud security.
• Manage administrative identities with Google Cloud.
• Implement user management with Identity and Access Management (IAM).
• Configure Virtual Private Clouds (VPCs) for isolation, security, and logging.
• Apply techniques and best practices for secure Compute Engine management.
• Apply techniques and best practices for secure Google Cloud data management.
• Apply techniques and best practices for securing Google Cloud applications.
• Apply techniques and best practices for securing Google Kubernetes Engine (GKE)
resources.
• Manage protection against distributed denial-of-service (DDoS) attacks.
• Manage content-related vulnerabilities.
• Implement solutions for monitoring, logging, auditing, and reviewing Google
Cloud.

Official Google Cloud documentation.

Target Group
• Analysts, architects and engineers in the field of cloud information security.

Prerequisites
• Prior completion of a Google Cloud Fundamentals: Core Infrastructure or
equivalent experience
• Knowledge of basic information security concepts through experience
• Basic knowledge of command line tools and Linux operating system environments
• Experience in system operations, including application deployment and
management, either on-premise or in a public cloud environment
• Reading understanding of code in Python or JavaScript
• Basic understanding of Kubernetes terminology

Training Prices, excl. of V.A.T.

Classes in Germany 3 Days € 1,895
Classes in Austria 3 Days € 1,895
Online Training 3 Days € 1,895
Date/course venue Course language German
08/04-10/04/26 Düsseldorf
08/04-10/04/26 Online
24/06-26/06/26 München
24/06-26/06/26 Online

26/08-28/08/26 Online
26/08-28/08/26 Wien
21/10-23/10/26 Online

This Course in the Web
You can find the up-to-date
information and options for ordering
under the following link:
www.experteach-training.com/go/GCSP

Reservation
On our Website, you can reserve a course seat for 7
days free of charge and in an non-committal manner.
This can also be done by phone under +49 6074/4868-0.

Guaranteed Course Dates
To ensure reliable planning, we are continuously
offering a wide range of guaranteed course dates.

Your Tailor-Made Course!
We can precisely customize this course to your
project and the corresponding requirements.

Status 02/04/2026
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