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Implementing and Configuring Cisco Identity Services Engine

This hands-on course provides you with the knowledge and skills to implement and
apply Cisco ISE features to support use cases for a secure Zero Trust structure. These use
cases include tasks such as policy enforcement, profiling services, web authentication
and guest access services, BYOD, endpoint compliance services, and Terminal Access
Controller Access Control Server (TACACS+) device management. Through hands-on lab
exercises, you will learn how to use Cisco ISE to gain visibility into what is happening on
your network, optimize security policy management, and increase operational efficiency.

Course Contents

e Introducing Cisco ISE Architecture

¢ Introducing Cisco ISE Deployment

¢ Introducing Cisco ISE Policy Enforcement Components
e Introducing Cisco ISE Policy Configuration

¢ Troubleshooting Cisco ISE Policy and Third-Party NAD Support
¢ Introducing Web Authentication and Guest Services

e Configuring Hotspots and Guest Portals

¢ Introducing the Cisco ISE Profiler

¢ Introducing Profiling Best Practices and Reporting

e Configuring Cisco ISE BYOD

¢ Introducing Cisco ISE Endpoint Compliance Services

e Configuring Client Posture Services and Compliance

e Working With Network Access Devices

e Exploring Cisco TrustSec

You will receive the original course documentation from Cisco in English language
as a Cisco E-Book. In the Cisco Digital Learning Version, the content of the courseware is
integrated into the learning interface instead.

Target Group

¢ Network Security engineers

¢ Network Security Architects

e ISE Administrators

e Senior Security Operations Center (SOC) personnel responsible for incident response
e Cisco Integrators and Partners

Prerequisites
You should have the following prior knowledge:

¢ Familiarity with Cisco 10S® Software Command-Line Interface (CLI) for networked and
wireless devices

* Knowledge of how to use the Cisco AnyConnect® Secure Mobility Client

¢ Knowledge of working with Microsoft Windows operating systems

¢ Knowledge of 802.1X

Recommended Cisco courses that will help you fulfill these requirements:

e Cisco CCNP Security Certification training

Course Target

This course prepares you for the Implementing and Configuring Cisco Identity Services
Engine exam within the CCNP® Security certification and also for the Cisco Certified

Specialist - Security Identity Management Implementation.

Processing time
approx. 30 hours

Status 07/07/2026
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Reservation

find the up-to-date

information and options for ordering

On our Website, you can reserve a course seat for 7
days free of charge and in an non-committal manner.
This canalso be done by phone under +49 6074/4868-0.

Guaranteed Course Dates
To ensure reliable planning, we are continuously
offering a wide range of guaranteed course dates.

Your Tailor-Made Course!
We can precisely customize this course to your
project and the corresponding requirements.

Cisco Digital Learning

Activation for 6 months

Training
Classes in Germany
Classes in Austria

Classes in Switzerland

Online Training
Date/course venue

10/08-14/08/26 wasDiisseldorf
10/08-14/08/26 wasOnline
31/08-04/09/26 Zirich
21/09-25/09/26 wasFrankfurt
21/09-25/09/26 wasOnline
18/10-22/10/26 Zurich
19/10-23/10/26 wasOnline
19/10-23/10/26 wasWien
30/11-04/12/26 wasBerlin
30/11-04/12/26 wasHamburg
30/11-04/12/26 wasOnline
30/11-04/12/26 wasOnline
30/11-04/12/26 Ziirich
11/01-15/01/27 wasMiinchen
11/01-15/01/27 wasOnline
15/02-19/02/27 wasDiisseldorf
15/02-19/02/27 wasOnline
08/03-12/03/27 Ziirich
15/03-19/03/27 wasFrankfurt

Prices, excl. of V.AT.

€900

Prices, excl. of V.AT.

5Days €3,550
5Days €3,550
5Days €4,650
5Days €3,550

Course language German L]

15/03-19/03/27 wasOnline
12/04-16/04/27 wasOnline
12/04-16/04/27 wasWien
24/05-28/05/27 wasBerlin
24/05-28/05/27 uasHamburg
24/05-28/05/27 wasOnline
24/05-28/05/27 wasOnline
21/06-25/06/27 wasMiinchen
21/06-25/06/27 wasOnline
26/07-30/07/27 wsasDisseldorf
26/07-30/07/27 wasOnline
06/09-10/09/27 wasFrankfurt
06/09-10/09/27 wasOnline
11/10-15/10/27 wasOnline
11/10-15/10/27 wasWien
15/11-19/11/27 wasBerlin
15/11-19/11/27 waaHamburg
15/11-19/11/27 wasOnline
15/11-19/11/27 wasOnline
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SISE - Implementing and Configuring Cisco Identity Services Engine

Introducing Cisco ISE Architecture and Deployment
Using Cisco ISE as a Network Access Policy Engine
Cisco ISE Use Cases

Describing Cisco ISE Functions

Cisco ISE Deployment Models

Context Visibility

Cisco ISE Policy Enforcement

Using 802.1X for Wired and Wireless Access
Using MAC Authentication Bypass for Wired and
Wireless Access

Introducing Identity Management

Configuring Certificate Services

Introducing Cisco ISE Policy

Implementing Third-Party Network Access Device
Support

Introducing Cisco TrustSec

Cisco TrustSec Configuration

Easy Connect

Web Authentication and Guest Services
Introducing Web Access with Cisco ISE
Introducing Guest Access Components
Configuring Guest Access Settings
Configuring Sponsor and Guest Portals

Cisco ISE Profiler
Introducing Cisco ISE Profiler
Profiling Deployment and Best Practices

Cisco ISE BYOD

Introducing the Cisco ISE BYOD Process
Describing BYOD Flow

Configuring the My Devices Portal
Configuring Certificates in BYOD Scenarios

Cisco ISE Endpoint Compliance Services
Introducing Endpoint Compliance Services
Configuring Client Posture Services and Provisioning
in Cisco ISE

Working with Network Access Devices

Review TACACS+

Cisco ISE TACACS+ Device Administration

Configure TACACS+ Device Administration

TACACS+ Device Administration Guidelines and Best

Practices
Migrating from Cisco ACS to Cisco ISE

Lab outline

Access the SISE Lab and Install ISE 2.4
Configure Initial Cisco ISE Setup, GUI Familiarization,
and System Certificate Usage

Integrate Cisco ISE with Active Directory
Configure Basic Policy on Cisco ISE

Configure Policy Sets

Configure Access Policy for Easy Connect
Configure Guest Access

Configure Guest Access Operations

Create Guest Reports

Configure Profiling

Customize the Cisco ISE Profiling Configuration
Create Cisco ISE Profiling Reports

Configure BYOD

Blacklisting a Device

Configure Cisco ISE Compliance Services
Configure Client Provisioning

Configure Posture Policies

Test and Monitor Compliance-Based Access
Test Compliance Policy

Configure Cisco ISE for Basic Device Administration
Configure TACACS+ Command Authorization
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