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Privileged Access Management (PAM) Administration

Please note: CyberArk provides all participants with a free exam voucher. You will
receive an email from CyberArk after the course.

This course covers the CyberArk solutions Enterprise Password Vault (EPV),
Privileged Session Management (PSM) and Privileged Threat Analytics (PTA).
CyberArk administrators or "Vault Admins" will get extensive hands-on experience
managing the PAS solution using our step-by-step practice guide in a dedicated
practice environment. This course provides participants with the knowledge and
skills required to manage, monitor and troubleshoot an existing PAM
implementation. In addition to software concepts such as monitoring and
troubleshooting, topics such as PAM architecture, password management and PSM
are also explained.

Course Contents

e Describe the system architecture and flows

e Successfully manage passwords (verification, change, and reconciliation)

® On-board accounts using Automatic Accounts Discovery and the Password Upload
Utility

¢ Configure PSM session isolation and monitoring

* Monitor sessions, view recorded sessions

¢ Use the PTA to monitor privileged account activity in the network

* Describe how connections through a PSMP can be established

* Modify Master Policy settings

* Produce reports on various system and user activities

* Monitor the CyberArk implementation

¢ Describe and configure the various logs that are available to troubleshoot
problems

e Utilize the knowledge base and other available resources to resolve problems
¢ Perform common administrative tasks

Each participant will receive the original course documentation from CyberArk in
English language as a PDF document.

Target Group

Persons who will be responsible for the administration of the PAM solution. Anyone
who wants to learn more about the CyberArk Privileged Security solution or who
needs to install, configure and set up the solution for the first time.

Prerequisites
e Basic network knowledge
e Basic Windows administration skills
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Reservation

On our Website, you can reserve a course seat for 7
days free of charge and in an non-committal manner.
This canalso be done by phone under +49 6074/4868-0.

Guaranteed Course Dates
To ensure reliable planning, we are continuously
offering a wide range of guaranteed course dates.

Your Tailor-Made Course!
We can precisely customize this course to your
project and the corresponding requirements.

Training Prices, excl. of V.AT.
Classes in Germany 4 Days €4,855
Online Training 4 Days €4,855
Date/course venue Course language English B2

13/01-16/01/26 iiOnline 17/03-20/03/26 iaiOnline
10/02-13/02/26 iuiOnline
Date/course venue

13/01-16/01/26 iiOnline

Course language German Hl



Our Training Offer for You:

Classroom Training
The live training experience in our training centers or on your premises

on-site.
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Online Training
Attend your course in online mode - without travel and accommodation
expenses and effort.

Hybrid Training
Classroom & online in one course — choose how you wish to participate
in your training event.
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In-house Training
We create your customized training concepts for your project.
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I Guaranteed Course Dates
ExperTeach guaranteed course dates allow for secure and reliable planning.
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