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PowerPackage Cisco Firepower
Next Generation Firewall & IPS

This PowerPackage combines the content of the Cisco Next Generation Firewall –
Secure Networks with Firepower and Cisco Firepower Next Generation IPS –
Advanced Threat and Malware Protection courses in one event. Compared to
booking the courses individually, you save € 950,-.

Course Contents
Part 1:

• Concepts of the Cisco Firepower Thread Defense (FTD) appliance
• Functions of the NGFW
• Initial configuration and management of the Firepower Appliance
• Firepower Management Center
• Network Discovery
• Routing with FTD
• NAT and PAT with FTD
• Access Control Policy
• Application and URL filter
• High availability (active/standby failover)
• FlexConfig
• SSL proxy
• Quality of Service
• Licensing, upgrade and backup

Part 2:

• IPS interfaces
• How an IPS works
• Network Analysis Policy
• Intrusion Policy
• NGIPS Policy Tuning
• Snort Rules
• Snort 3
• Advanced Malware Protection (AMP)
• Correlation Policy

Target Group
The two parts of the course are aimed at people in security and network
administration who will be commissioning and managing a Firepower Thread
Defense appliance, and both the next-generation firewall and the next-generation
IPS are covered in detail. If you are planning to replace the Cisco ASA in your
network with FTD, this PowerPackage is also the right place for you.

Prerequisites
You should have basic knowledge of the TCP/IP protocol and its security risks as well
as the basics of switching and routing for this PowerPackage. They should also
already be familiar with how packet filters and firewalls work.

Training Prices, excl. of V.A.T.

Classes in Germany 5 Days € 3,550
Classes in Austria 5 Days € 3,550
Classes in Switzerland 5 Days € 4,290
Online Training 5 Days € 3,550
Date/course venue Course language German
07/09-11/09/26 Frankfurt
07/09-11/09/26 Online
05/10-09/10/26 Online
05/10-09/10/26 Wien
05/10-09/10/26 Zürich
23/11-27/11/26 Frankfurt
23/11-27/11/26 Online
04/01-08/01/27 Hamburg
04/01-08/01/27 Online
15/02-19/02/27 Online
15/02-19/02/27 Wien
05/04-09/04/27 Frankfurt
05/04-09/04/27 Online
05/04-09/04/27 Online
05/04-09/04/27 Zürich
10/05-14/05/27 München

10/05-14/05/27 Online
14/06-18/06/27 Düsseldorf
14/06-18/06/27 Online
19/07-23/07/27 Hamburg
19/07-23/07/27 Online
30/08-03/09/27 Online
30/08-03/09/27 Wien
27/09-01/10/27 Frankfurt
27/09-01/10/27 Online
27/09-01/10/27 Online
27/09-01/10/27 Zürich
08/11-12/11/27 München
08/11-12/11/27 Online
13/12-17/12/27 Düsseldorf
13/12-17/12/27 Online

This Course in the Web
You can find the up-to-date
information and options for ordering
under the following link:
www.experteach-training.com/go/PPFP

Reservation
On our Website, you can reserve a course seat for 7
days free of charge and in an non-committal manner.
This can also be done by phone under +49 6074/4868-0.

Guaranteed Course Dates
To ensure reliable planning, we are continuously
offering a wide range of guaranteed course dates.

Your Tailor-Made Course!
We can precisely customize this course to your
project and the corresponding requirements.

Premium Print Package
You can optionally purchase the high-
quality Premium Print Package for this
course at a price of € 300 (plus VAT).

Status 08/15/2026
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