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Palo Alto Networks EDU-262
Cortex XDR: Investigation and Response for Cortex XDR 3.1

In this course, you will learn how to use the Cortex XDR management console
messages to investigate attacks. It explains causality chains, detectors in the
Analytics Engine, alerts versus logs, log stitching, and the concepts of causality
and analytics.

You will learn how to analyze alerts using the causality and timeline views and
how to use advanced response actions such as remediation suggestions, the EDL
service and remote script execution. Several modules focus on how to use the
collected data. You will create simple search queries in one module and XDR rules
in another. The course demonstrates the use of special investigation views to
visualize artifact-related data, such as IP and hash views. It also provides an
introduction to the XDR Query Language (XQL). The course concludes with Cortex
XDR's capabilities for collecting external data, including using the Cortex XDR API
to receive external alerts.

Course Contents

e Cortex XDR Incidents

e Causality and Analytics Concepts
¢ Causality Analysis of Alerts

¢ Advanced Response Actions

e Building Search Queries

¢ Building XDR Rules

¢ Investigation Views

¢ Introduction to XQL

e External Data Collection

Target Group
Cybersecurity analysts and engineers as well as specialists for security operations.

Prerequisites
Participants must have attended the course EDU-260 (Cortex XDR: Prevention and
Deployment).

Status 05/07/2025
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This Course in the Web

[E:E5ENEE] You can  find  the up-to-date
‘gﬂﬁ information and options for ordering

B2 under the following link:

M www.experteach-training.com/go/P262

Reservation

On our Website, you can reserve a course seat for 7
days free of charge and in an non-committal manner.
This canalso be done by phone under +49 6074/4868-0.

Guaranteed Course Dates

To ensure reliable planning, we are continuously
offering a wide range of guaranteed course dates.

Your Tailor-Made Course!
We can precisely customize this course to your
project and the corresponding requirements.

Training Prices, excl. of V.AT.
Classes in Germany 2Days €1,795
Online Training 2Days €1,795
Date/course venue Course language German Tl

26/06-27/06/25 wasFrankfurt 06/11-07/11/25 wasFrankfurt
26/06-27/06/25 wadOnline 06/11-07/11/25 wadOnline
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Our Training Offer for You:

Classroom Training
The live training experience in our training centers or on your premises

on-site.
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Online Training
Attend your course in online mode - without travel and accommodation
expenses and effort.
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Hybrid Training
Classroom & online in one course — choose how you wish to participate
in your training event.

==
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In-house Training
We create your customized training concepts for your project.

147

Guaranteed Course Dates
ExperTeach guaranteed course dates allow for secure and reliable planning.
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ExperTeach Benelux B.V.
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