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Cortex XDR: Prevention, Analysis, and Response

This training will enable you to prevent attacks on your endpoints. After an
overview of the Cortex XDR components, the training introduces the Cortex XDR
management console and shows you how to install the agents on your endpoints
and how to create security profiles and policies. You will also learn how to
perform and track response actions, tune profiles and work with Cortex XDR
alerts. The training concludes with introductory modules on basic agent
troubleshooting, the local broker VM component and Cortex XDR deployment.

Course Contents

¢ Cortex XDR Family Overview

¢ Working with the Cortex Apps

e Getting Started with Endpoint Protection
¢ Malware Protection

¢ Exploit Protection

 Exceptions and Response Actions
¢ Behavioral Threat Analysis

e Cortex XDR Rules

¢ Incident Management

o Alert Analysis Views

e Search and Investigate

e Basic Troubleshooting

You will receive the documentation of Palo Alto in English language as an
e-book.

Target Group
Cybersecurity analysts and engineers, security operations specialists, administrators
and product developers.

Prerequisites
The participants must be familiar with the provision of enterprise products as well
as with network and security concepts.

Status 05/07/2025

ExperTeach

This Course in the Web
[E]:255EE] You can find the up-to-date

Iﬁ.{ information and options for ordering
23 under the following link:

% www.experteach-training.com/go/P260

Reservation

On our Website, you can reserve a course seat for 7
days free of charge and in an non-committal manner.
This canalso be done by phone under +49 6074/4868-0.

Guaranteed Course Dates

To ensure reliable planning, we are continuously
offering a wide range of guaranteed course dates.

Your Tailor-Made Course!
We can precisely customize this course to your
project and the corresponding requirements.

Training Prices, excl. of V.AT.
Classes in Germany 3Days €2,395
Online Training 3Days €2,395
Date/course venue Course language German Tl

23/06-25/06/25 wasFrankfurt 03/11-05/11/25 wasFrankfurt
23/06-25/06/25 wadOnline 03/11-05/11/25 wadOnline




Our Training Offer for You:

Classroom Training
The live training experience in our training centers or on your premises

on-site.
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Online Training
Attend your course in online mode - without travel and accommodation
expenses and effort.
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Hybrid Training
Classroom & online in one course — choose how you wish to participate
in your training event.
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In-house Training
We create your customized training concepts for your project.

147

Guaranteed Course Dates
ExperTeach guaranteed course dates allow for secure and reliable planning.
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