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Palo Alto Networks EDU 210

Firewall Essentials: Configuration and Management

After successfully completing the five-day training course, participants will have
in-depth knowledge of the configuration and management of Palo Alto
Networks® Next-Generation Firewalls. Course participants work in a lab
environment and learn hands-on how to configure, manage and monitor a
firewall.

Course Contents
• Palo Alto Networks Portfolio and Architecture
• Connect to the Management Network
• Manage Firewall Configurations
• Manage Firewall Administrator Accounts
• Connect to Production Networks
• The Cyberattack Lifecycle
• Block Threats Using Security and NAT Policies
• Block Packet- and Protocol-Based Attacks
• Block Threats from Known Bad Sources
• Block Threats by Identifying Applications
• Maintain Application-Based Policies
• Block Threats Using Custom Applications
• Block Threats by Identifying Users
• Block Threats by Identifying Devices
• Block Unknown Threats
• Block Threats in Encrypted Traffic
• Prevent Use of Stolen Credentials
• Block Threats Using Security Profiles
• View Threat and Traffic Information
• Next Steps

 E-Book  You will receive the documentation of Palo Alto in English language as an
e-book.

Target Group
This course is aimed at security engineers, security administrators, security
operations specialists, security analysts, network engineers and IT support staff.

Prerequisites
Basic knowledge of network concepts including routing, switching and IP addressing
is an advantage. Participants should also be familiar with basic security concepts.
Experience with other security technologies (IPS, proxy and content filtering) is
helpful.

Course Target
Training recommendations for Next-Generation Firewall Engineer certification:

• Firewall: Configuration and Management (EDU-210)
• Palo Alto Networks Panorama: NGFW Management (replaces EDU-220)
• Firewall: Troubleshooting (EDU-330) (optional, but recommended)

The training is also good preparation for Network Security Professional certification.

Training Prices, excl. of V.A.T.

Classes in Germany 5 Days € 3,950
Online Training 5 Days € 3,950
Date/course venue Course language German
01/06-05/06/26 Hamburg
01/06-05/06/26 Online
06/07-10/07/26 München
06/07-10/07/26 Online
17/08-21/08/26 Frankfurt
17/08-21/08/26 Online
14/09-18/09/26 Düsseldorf

14/09-18/09/26 Online
12/10-16/10/26 Hamburg
12/10-16/10/26 Online
16/11-20/11/26 München
16/11-20/11/26 Online
14/12-18/12/26 Frankfurt
14/12-18/12/26 Online

This Course in the Web
You can find the up-to-date
information and options for ordering
under the following link:
www.experteach-training.com/go/P210

Reservation
On our Website, you can reserve a course seat for 7
days free of charge and in an non-committal manner.
This can also be done by phone under +49 6074/4868-0.

Guaranteed Course Dates
To ensure reliable planning, we are continuously
offering a wide range of guaranteed course dates.

Your Tailor-Made Course!
We can precisely customize this course to your
project and the corresponding requirements.

Status 04/19/2026
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