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ICS-SCADA
Cybersecurity

Because of the potential impact of an attack on the physical security of
communities, employees or customers, the security of ICS/SCADA systems is an
even higher priority than traditional IT systems. Cybercriminals have already
developed malware threats such as Triton/TRISIS and Stuxnet that can disrupt
industrial operational technology (OT).

The ICS/SCADA Cyber Security Training course is a hands-on training that will
teach you the fundamentals of security and defending architectures against
attacks. You will be introduced to the concept of "thinking like a hacker" to learn
techniques to defend against the types of attacks commonly carried out against
the IT enterprise and control networks in the oil and gas industry.

You will learn powerful methods for analyzing the risks of both the IT and
corporate networks. After laying the foundation, you will explore best practices
and recommendations for bridging the air-gap. You will learn a systematic process
of intrusion and malware analysis. Once you have mastered the analysis process,
you will be introduced to the digital forensics process and learn how to respond
to incidents when a breach is detected.

Course Contents
• Introduction to ICS/SCADA Network Defense
• TCP/IP 101
• Introduction to Hacking
• Vulnerability Management
• Standards and Regulations for Cybersecurity
• Securing the ICS Network
• Bridging the Air Gap
• Introduction to Intrusion Detection Systems (IDS) and Intrusion Prevention
Systems (IPS)

Target Group
This course is specifically designed for IT professionals who are involved in the
administration or management of their organization's IT infrastructure and are
responsible for creating and maintaining information security policies, practices and
procedures.

Prerequisites
• Basics of the Linux operating system, including basic use of the command line.

Training Prices, excl. of V.A.T.

Classes in Germany 3 Days € 2,995
Online Training 3 Days € 2,995
Dates upon request

This Course in the Web
You can find the up-to-date
information and options for ordering
under the following link:
www.experteach-training.com/go/ECIC

Reservation
On our Website, you can reserve a course seat for 7
days free of charge and in an non-committal manner.
This can also be done by phone under +49 6074/4868-0.

Guaranteed Course Dates
To ensure reliable planning, we are continuously
offering a wide range of guaranteed course dates.

Your Tailor-Made Course!
We can precisely customize this course to your
project and the corresponding requirements.
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