Hacking i

There are many ways to attack a network. In order to effectively fend off hackers
and secure a network, company security officers need to understand the different
methods of attack. In addition to the theoretical explanation of attack variants,
this seminar focuses on practical exercises in a test network. This will enable
participants to assess weak points within their network and the resulting attack
possibilities and take defensive measures.
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Course Contents

e Attack variants and motivation

¢ DoS and DDoS

¢ Abusing IPv4 and IPv6

¢ Exploit applications

* From Trinoo to #RefRef

* Botnets

¢ Social engineering

e Spying on and manipulating people

* Phishing and its variants

* The social engineering toolkit

¢ The Metasploit framework

¢ Exploits and their customization

e Payloads from shell to meterpreter

¢ Abusing targets

e Breaking, guessing and reading passwords
e Creating and customizing dictionaries
* Advantages and disadvantages of brute force
¢ Rainbow Tables

¢ Cain & Abel vs. John the Ripper

e Attacks on the WWW

¢ SQL Injection

e Cross Site Scripting

e Cross Site Request Forgery

e Scanning websites

¢ Manipulating data - Burp Suite and Co.

The detailed digital documentation package, consisting of an e-book and
PDF, is included in the price of the course.

Target Group
This course is designed for people who are tasked with securing the company
infrastructure from various types of attacks.

Prerequisites

In addition to good IP skills and basic knowledge of router networks, this course
requires a basic knowledge of attacks and protective measures. The Hacking | -
Understanding attackers, protecting networks course is a good preparation for this.
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Attacks on End Devices and Applications

This Course in the Web

225 E] You can find the up-to-date
Hﬁ:-:-;ﬁ information and options for ordering
[=

e under the following link:

% % www.experteach-training.com/go/HAC2
Reservation

On our Website, you can reserve a course seat for 7
days free of charge and in an non-committal manner.
This canalso be done by phone under +49 6074/4868-0.

Guaranteed Course Dates

To ensure reliable planning, we are continuously
offering a wide range of guaranteed course dates.

Your Tailor-Made Course!
We can precisely customize this course to your
project and the corresponding requirements.

Training Prices, excl. of V.AT.
Classes in Germany 5Days €3,195
Classes in Austria 5Days €3,195
Online Training 5Days €3,195

Date/course venue Course language German

26/01-30/01/26 \iOnline 03/08-07/08/26 wadOnline
13/04-17/04/26 wasFrankfurt 14/09-18/09/26 wasMiinchen
13/04-17/04/26 wasOnline 14/09-18/09/26 wasOnline
18/05-22/05/26 wasFrankfurt 26/10-30/10/26 wasFrankfurt
18/05-22/05/26 wasOnline 26/10-30/10/26 wadOnline
22/06-26/06/26 wasDiisseldorf 30/11-04/12/26 wasOnline
22/06-26/06/26 wasOnline 30/11-04/12/26 wasWien
03/08-07/08/26 LasFrankfurt
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Der Hintergrund von Angriffen
Motivation zum Angriff
Sabotage

Spionage

Missbrauch

Angriff — Viele Moglichkeiten
DoS und DDos

Sniffing

Social Engineering

Advanced Persistent Threats
Exploitation

Kennwortangriffe

Angriffe strukturiert durchfihren
Targets lokalisieren

Angriffsziel festlegen
Angriffsplan erstellen

Angriff ausfiihren
Nachbereitung des Angriffs

loit — Das Angriffs-Rat k
Hintergriinde zu Metasploit
Die Bedeutung von Ruby
Aufbau des Frameworks
Die Module im Dateisystem
Interfaces zum Framework
Armitage
Cobalt Strike
Metasploit Community / Pro
Die Metasploit Konsole
Die Datenbank anbinden
Workspaces
Den Prompt anpassen
Informationsbeschaffung mit Metasploit
Nach Targets scannen
Einbinden externer Scans
Die Datenbank auslesen

Denial of Service

Hintergriinde von DoS und DDoS
DoS vs. DDoS

Motivation des Angriffs

Arten von Angreifern
Angriffsmethoden

Leitungen Uberlasten
Protokollablaufe stéren

Systeme lahm legen
Reflection-Angriffe

Angriffsarten

IPv4-Angriffe

IPv6-Angriffe

TCP/UDP-Angriffe

Amplification Attack

Angriffstools

ICMP, TCP und UDP missbrauchen
Protokoll-Angriffe von Innen
Historisch — Trinoo, Stacheldraht & Co.
Low Orbit lon Cannon - LOIC & Co.
Slowloris & Co.

DDOSIM—Layer 7 DDOS Simulator
DAVOSET

DoS mit Metasploit

Bot-Netze nutzen

Schutz gegen DoS und DDos
Systemeinstellungen anpassen
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Technische MaBnahmen
Den Provider einbinden

Exploitation Attacks
Schwachstellen ausnutzen
Schadhafte Programme

Buffer Overflows

Fuzzing — Vulnerabilities erkennen
Exploits verwenden

Exploits erstellen (1/3)

Exploits herunterladen

Exploits anpassen

Exploitation Attacks mit Metasploit
Exploit auswahlen

Payloads zuweisen

Die Attacke

Zugriffsvarianten

Der Shell Payload

VNC - Grafischer Zugriff
Meterpreter — Shell mit Erweiterungen

Client Side Attacks

Social Engineering

Mining — Personendaten ermitteln
Phishing

Vishing

Smishing

Einen Webserver nutzen

Fake Domains

Social Engineering Toolkit
Fast-Track

Social Engineering Attacks
Client-Side-Angriffe mit Metasploit
Msfvenom — Payloads ausfiihrbar
Bosartige Dokumente erstellen (1/3)
Veil Evasion

Die Konsole

Malware erzeugen

Malware verstecken (1/3)
Hyperion

Macros nutzen

Shellter

Backdoor Factory

Post Exploitation

Nach dem Angriff

Privilege Escalation

Lokaler Exploit 1/3

Post Exploitation Modul 1/3
Privilege Escalation mit Meterpreter
Privilege Escalation bei Windows 7,8 und 10 (1/3)
Das System manipulieren

Zugriff sicherstellen

Benutzer anlegen

Backdoors bauen 1/3

Spuren verwischen

Informationen sammeln

Lokale Kennworter auslesen
Applikations-Kennworter
Meterpreter als Keylogger
ScreenDumps

Sniffing

Powershell Attacks

Powershell Scripts
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Powershell Script Attacks
Powersploit

Powershell Attacks mit dem SEToolkit
Client Side Powershell Attacks 1/3
Powershell in Meterpreter 1/3
Fileless Powershell Attacks

Empire

Alternative Angriffswege
USB-Angriffe

USB Drop Attacks

Keystroke Injection Attack
Rubber Ducky

Digispark

Bash Bunny

Uberlast Angriffe

Mobile Endgerate angreifen
Diebstahl oder Verlust

Kommunikationsbeziehungen attackieren

WLAN-Angriffe
Bluetooth-Angriffe

Webangriffe

Web Attacks im Uberblick
Server Side Attacks

Web Crawling
Web-Schwachstellen-Scanner
Web Security Proxies

Die Burp Suite

SQL Injection

Angriffe auf Clients

Cross Site Scripting (XSS)
Cross Site Request Forgery
Browser

Flash & Co

Das Beef Framework

tangriffe effektiv
Hintergriinde
Offline Password Cracking
Hashdump
Mimikatz und Kiwi in Metasploit
Online Password Cracking
Password Sniffing
Warterbiicher verwenden
Default Passwords
Benutzerspezifische Kennwortlisten
Ein einfaches Worterbuch erstellen
Hilfreiche Werkzeuge
Brute Force — Einfach nur raten
Rainbow Cracking
Rainbow Tables
Die Hintergriinde verstehen
Rainbow Cracking in der Praxis
Schutz gegen Rainbow Cracking
Tools fiir Kennwort-Angriffe
John the Ripper
Hashcat
Cain and Abel
Hydra
Medusa




