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ArcSight-ESM-Advanced Analyst with exam

This course provides you with the knowledge required to use advanced ArcSight
ESM content to find and correlate event information, perform actions such as
notifying stakeholders, graphically analyze event data, and report on security
incidents. You will familiarize and/or reinforce your understanding of the advanced
correlation capabilities within ArcSight ESM that provide a significant edge in
detecting active attacks.

This course covers ArcSight security problem solving methodology using advanced
ESM content to find, track, and re-mediate security incidents. During the training,
you will use variables and correlation activities, customize report templates for
dynamic content, and customize dashboards to monitor incidents.

The last day of class offers a hands-on exam. Passing the exam awards you with
Certified Expert badge.

Course Contents

* Module 1: ESM Overview

* Module 2: Command Center

¢ Module 3: ArcSight Console

* Module 4: Active Channels

* Module 5: Filters

* Module 6: Variable Customization

* Module 7: Data Monitors and Dashboards
* Module 8: ESM Lists

e Module 9: ESM Rules

e Module 10: Query Viewers Authoring

* Module 11: ESM Reports

* Module 12: Unifited Event Search Tools

You will receive the documentation of HPE in English language as an e-book.

Target Group
This course is intended for analysts responsible for:

» Defining their organization's security objectives
¢ Building or using advanced content to correlate, view and respond to those security
objectives.

Prerequisites
To be successful in this course, you should have the following prerequisites or
knowledge:

e Common security devices, such as IDS and firewalls

e Common network device functions, such as routers, switches, and hubs

¢ TCP/IP functions such as CIDR blocks, subnets, addressing, and communications

¢ Basic Windows operating system tasks and functions

¢ Possible attack activities, such as scans, man in the middle, sniffing, DoS, and
possible abnormal activities, such as worms, Trojans, and viruses 3

¢ SIEM terminology, such as threat, vulnerability, risk, asset, exposure, and safeguards
o Completed the ArcSight ESM Administrator and Analyst course or 6 months
experience administering ArcSight ESM
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This Course in the Web

[E]:25249%[E] You can find the up-to-date
information and options for ordering
272 under the following link:

% www.experteach-training.com/go/ES32

Reservation

On our Website, you can reserve a course seat for 7
days free of charge and in an non-committal manner.
This canalso be done by phone under +49 6074/4868-0.

Guaranteed Course Dates
To ensure reliable planning, we are continuously
offering a wide range of guaranteed course dates.

Your Tailor-Made Course!
We can precisely customize this course to your
project and the corresponding requirements.

Training Prices, excl. of V.AT.
Classes in Germany 5Days €4,000
Online Training 5Days €4,000

Dates upon request
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Our Training Offer for You:

Classroom Training
The live training experience in our training centers or on your premises

on-site.
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Online Training
Attend your course in online mode - without travel and accommodation
expenses and effort.
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Hybrid Training
Classroom & online in one course — choose how you wish to participate
in your training event.
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In-house Training
We create your customized training concepts for your project.
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| Guaranteed Course Dates
ExperTeach guaranteed course dates allow for secure and reliable planning.
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