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Cyber Security
Cyber Threats, Cyber Attacks, and Counterstrategies

Digital networking is advancing in various areas of our society. Cyber criminals are
exploiting this fact on a large scale to carry out their sometimes highly complex attacks.
Conventional protective measures are reaching their limits in this environment.

More modern cyber security methods, on the other hand, offer more effective
protection, but also allow the digital world to develop. Participants in this seminar will
be able to assess cyber risks and plan protective measures and their implementation.

Course Contents
• Espionage, sabotage, misuse
• Different types of attackers
• Cyber risks
• Various attack techniques
• Phishing, mass vs. spear attacks
• Ransomware
• Denial of Service (DoS and DDoS)
• Internet of Things and Industry 4. 0
• Cloud Security
• Advanced Persistent Threats
• Social Engineering
• Security Awareness
• Information Security Management Systems (ISMS)
• BSI Basic Protection
• KRITIS, NiS and RCE
• CERT
• Next Generation Firewalls
• VPN
• Proxies
• Intrusion Detection and Prevention
• Sandboxing
• Identity Based Access
• First Hop Security
• Endpoint Security
• Bring Your Own Device
• Cyber Security Vulnerability Assessments
• Penetration Tests
• Digital forensics
• Security Information and Event Management (SIEM)
• Computer Security Incident Response Team (CSIRT)

 E-Book  The detailed digital documentation package, consisting of an e-book and PDF, is
included in the price of the course.

Target Group
This course is aimed at people in a company who are responsible for protecting against
the dangers of the modern digital world in the area of security.

Prerequisites
Ideally, participants will already have basic knowledge of network technology and data
communication, especially in the areas of LAN and TCP/IP. The course Modern IP &
Network Concepts - Everything Essential for Sales & Marketing! is a good preparation for
this.

Training Prices, excl. of V.A.T.

Classes in Germany 2 Days € 1,595
Classes in Austria 2 Days € 1,595
Online Training 2 Days € 1,595
Date/course venue Course language German
02/02-03/02/26 Frankfurt
02/02-03/02/26 Online
20/04-21/04/26 München
20/04-21/04/26 Online
15/06-16/06/26 Düsseldorf
15/06-16/06/26 Online

10/08-11/08/26 Online
10/08-11/08/26 Wien
26/10-27/10/26 Hamburg
26/10-27/10/26 Online
14/12-15/12/26 Frankfurt
14/12-15/12/26 Online

This Course in the Web
You can find the up-to-date
information and options for ordering
under the following link:
www.experteach-training.com/go/CYSE

Reservation
On our Website, you can reserve a course seat for 7
days free of charge and in an non-committal manner.
This can also be done by phone under +49 6074/4868-0.

Guaranteed Course Dates
To ensure reliable planning, we are continuously
offering a wide range of guaranteed course dates.

Your Tailor-Made Course!
We can precisely customize this course to your
project and the corresponding requirements.

Status 11/30/2025
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