Cloud Security

The introduction of the cloud into the daily work environment not only brings
many benefits, but also some risks. One of these risks relates to cloud security.
Security in cloud computing encompasses both technical and organizational
aspects. Conventional protective measures quickly reach their limits in this
environment.
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The scalability and flexibility of the cloud in particular demand more modern
methods for effective protection. It is also necessary to take a look at
responsibilities. In the cloud, a shared responsibility model is used, the design
and limits of which should be known. The course provides a holistic picture and a
solid foundation of knowledge on the topic of cloud security and provides an
overview of current threats and solutions from various providers.

Course Contents

¢ |dentification of security risks in the cloud architecture

¢ Organizational aspects of cloud security

* Shared responsibility and compliance programs of cloud providers (ISO 27001,
cs5,...)

¢ The concept of the landing zone and compliance policies

e Securing laaS

e Design examples with Azure, AWS and OpenStack

* Workplace security

¢ |dentity and access management

¢ Danger from the user: Bring Your Own Device, shadow IT, CASB
e Secure WAN connection: SD-WAN and SASE

The detailed digital documentation package, consisting of an e-book and
PDF, is included in the price of the course.

Target Group
This course is aimed at technicians and presales staff who are involved in setting up
cloud security.

Prerequisites
You should have basic network and IT knowledge. You should also be able to define
basic cloud and cloud infrastructure terms.
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Reservation

On our Website, you can reserve a course seat for 7

days free of charge and in an non-committal manner.
This canalso be done by phone under +49 6074/4868-0.

Guaranteed Course Dates
To ensure reliable planning, we are continuously
offering a wide range of guaranteed course dates.

Your Tailor-Made Course!

We can precisely customize this course to your
project and the corresponding requirements.

Training Prices, excl. of V.AT.
Classes in Germany 2Days €1,795
Online Training 2Days €1,795
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3 Public Cloud: laa$ protection etc.
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3.2.3 Bot detection
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5.1 Setting up cloud infrastructures

5.1.1 Hybrid Cloud: Impact on all layers

5.2 VPNs at a glance
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6 Danger from the user
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