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Cisco Secure Firewall ASA
Configuration and Commissioning of Firewall and VPN Features

The more corporate processes are reflected in the IT infrastructure, the more
necessary secure network structures and data protection become. Firewalls have
become an integral part of modern networks. This course provides solid
knowledge of the application and configuration options of the Cisco Secure
Firewall ASA, both for use as a firewall and as a VPN gateway. Participants will be
able to understand and competently use all relevant firewall functions of the
software. The course covers installation and operation on both classic ASA
platforms and Firepower devices.

Course Contents

e Basic configuration and management of the ASA
® Routing

e Access rules and objects

e NAT and PAT

¢ Inspection/Application Layer Gateway
¢ Contexts

¢ Redundancy concepts and clustering
¢ VPN basics

e Site-to-site VPN

* Remote access VPN

e Troubleshooting tools of the ASA

¢ Maintenance

Target Group
The course is aimed at networkers who want to get to know the firewall and VPN
features of the ASA.

Prerequisites
This course assumes knowledge of the TCP/IP protocol stack and its security risks as
well as the basics of switching and routing.
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Reservation

On our Website, you can reserve a course seat for 7
days free of charge and in an non-committal manner.
This canalso be done by phone under +49 6074/4868-0.

Guaranteed Course Dates
To ensure reliable planning, we are continuously
offering a wide range of guaranteed course dates.

Your Tailor-Made Course!
We can precisely customize this course to your
project and the corresponding requirements.

Premium Print Package

You can optionally purchase the high-
quality Premium Print Package for this
course at a price of € 200 (plus VAT).

Training Prices, excl. of V.AT.
Classes in Germany 5Days €3,150
Online Training 5Days €3,150
Date/course venue Course language German H
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