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Cisco Secure Access
SSE and SASE

Secure Access simplifies IT operations with a single cloud-managed console,
unified client, centralized policy creation and aggregated reporting.
Comprehensive security capabilities integrated into one solution reduce security
risk by applying zero-trust principles and enforcing granular security policies.
Talos' market-leading threat intelligence enables unmatched threat prevention to
minimize risk and accelerate investigations.

This course shows how organizations can build a robust security architecture with
Cisco Secure Access. Concepts and methods of the Secure Access solution are
introduced and taught.

Course Contents
• SSE-Design
• VPN as a Service
• Secure Web Gateway
• Cloud Access Security Broker
• Firewall as a Service
• Endpoint Security
• DNS-Security
• Digital Experience Monitoring
• Threat Intelligence
• Sandboxing

 E-Book  The detailed digital documentation package, consisting of an e-book and
PDF, is included in the price of the course.

Target Group
This course is aimed at network administrators and cloud architects who want to
improve and extend their security architecture with Cisco Secure Access.

Prerequisites
Participants should have previous knowledge of IT security and network protection.

Training Prices, excl. of V.A.T.

Classes in Germany 3 Days € 2,350
Online Training 3 Days € 2,350
Date/course venue Course language German
14/12-16/12/26 Frankfurt
14/12-16/12/26 Online
14/04-16/04/27 Frankfurt
14/04-16/04/27 Online

11/08-13/08/27 Frankfurt
11/08-13/08/27 Online
08/12-10/12/27 Frankfurt
08/12-10/12/27 Online

This Course in the Web
You can find the up-to-date
information and options for ordering
under the following link:
www.experteach-training.com/go/CSAC

Reservation
On our Website, you can reserve a course seat for 7
days free of charge and in an non-committal manner.
This can also be done by phone under +49 6074/4868-0.

Guaranteed Course Dates
To ensure reliable planning, we are continuously
offering a wide range of guaranteed course dates.

Your Tailor-Made Course!
We can precisely customize this course to your
project and the corresponding requirements.

Status 10/01/2026



Table of Contents
Cisco Secure Access – SSE and SASE

1

1.1
1.1.1
1.1.2
1.1.3
1.2
1.2.1
1.2.2
1.2.3
1.3

2
2.1
2.2
2.3
2.4
2.5
2.6
2.7
2.8
2.9
2.10
2.11
2.12
2.13

3
3.1
3.2
3.3
3.4

4
4.1
4.2
4.3
4.4
4.5
4.6
4.7

5
5.1
5.2
5.2.1

Development of Cloud-Based Security
Concepts
Traditional Security Architecture
Hub & Spoke
Local DIA & SD-WAN
Standalone Systems
Cloud Computing—IT in Transition
Drivers for the Cloud
Protect Client to Cloud Services
SD-WAN
Secure Access Service Edge (SASE)

Secure Access Components
DNS Security
Firewall as a Service (FWaaS)
Secure Web Gateway (SWG)
Intrusion Prevention System
Remote Browser Isolation
Sandboxing (Secure Malware Analytics)
DLP—Data Loss Prevention
Cloud Access Security Broker (CASB)
VPN as a Service (VPNaaS)
Secure Client
Secure Client ZTNA Modules
Resource Connector
Experience Insights

Secure Access Initial Configuration
Secure Access Packages
Cisco Secure Access Licensing
Secure Access Cloud Services
Manage Administrator Accounts

Secure Access Connectivity
Secure Access Communication
Secure Access Network Tunnel Groups
Resource Connectors and Connector Groups
Private Resources
User, Groups, and Endpoints
End User Connectivity—ZTA Traffic Steering
Registered Networks

Secure Access Controls
Unified Access Policy
Components of Access Rules
Destinations—Destination Lists

5.2.2
5.2.3
5.2.4
5.3
5.4

6
6.1
6.2
6.3

A

Security Controls—IPS Profiles
Security Profiles
App Risk Profile
Adding an Internet Access Rule
Add a Private Access Rule

Monitoring
Log Management
Monitoring—Overview
Reports

List of Abbreviations

ExperTeach Benelux B.V.
Ceresstraat 1• 4811 CA Breda• Phone: +49 6074 4868-0 • Fax: +49 6074 4868-109 • info@experteach.de • www.experteach-training.com


