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Certified SOC Analyst

The Certified SOC Analyst (CSA) program is the first step to becoming a Security
Operations Center (SOC). It is designed for current and aspiring Tier | and Tier Il
SOC analysts to gain the skills to perform entry and mid-level operations.

The course covers the fundamentals of SOC operations before sharing knowledge
on log management and correlation, SIEM deployment, advanced incident
detection and incident response. In addition, you will learn to manage various
SOC processes and collaborate with the CSIRT when necessary.

Course Contents

e Security Operations and Management

¢ Understanding Cyber Threats, loCs, and Attack Methodology

¢ Incidents, Events, and Logging

¢ Incident Detection with Security Information and Event Management (SIEM)
¢ Enhanced Incident Detection with Threat Intelligence

e Incident Response

Target Group

¢ SOC analysts (Tier | and Tier Il)

* Network and security administrators and engineers, network defense analysts and
engineers, network security specialists and operators, and all security professionals
involved in network security operations

¢ Cybersecurity analyst

¢ Beginners in the field of cybersecurity

¢ Anyone who wants to become a SOC analyst

Status 04/16/2024
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This Course in the Web

HHEE] You can  find  the  up-to-date

ﬁ?—h information and options for ordering
3 under the following link:

% www.experteach-training.com/go/ECCO

Reservation

On our Website, you can reserve a course seat for 7
days free of charge and in an non-committal manner.
This canalso be done by phone under +49 6074/4868-0.

Guaranteed Course Dates
To ensure reliable planning, we are continuously
offering a wide range of guaranteed course dates.

Your Tailor-Made Course!
We can precisely customize this course to your
project and the corresponding requirements.

Training Prices, excl. of V.AT.
Classes in Germany 3Days €2,995
Online Training 3Days €2,995
Date/course venue Course language German T

28/10-30/10/24 Tl Online
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Our Training Offer for You

Classroom Training
The live training experience in our training centers or on your premises

on-site.
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Online Training
Attend your course in online mode - without travel and accommodation
expenses and effort.
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Hybrid Training
HY Classroom & online in one course — choose how you wish to participate
in your training event.

In-house Training
We create your customized training concepts for your project.

i

Guaranteed Course Dates
ExperTeach guaranteed course dates allow for secure and reliable planning.
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