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Certified Cloud Security Engineer

With the increasing complexity of cyber attacks, a reactive approach alone is not
enough. Dealing with the aftermath of a cloud security breach can be daunting,
and organizations need to stay one step ahead of attacks to stay protected.

A single incident can have far-reaching consequences and requires the presence
of experts with in-depth knowledge of cloud infrastructure and the challenges

involved. The CCSE curriculum is designed to address the challenges organizations

face when it comes to ensuring cloud security and enabling new team members
to prepare for the job.

Course Contents

¢ Introduction to Cloud Security

e Platform and Infrastructure Security in Cloud

e Application Security in Cloud

e Data Security in Cloud

e Security Operations in Cloud

e Penetration Testing in Cloud

¢ Incident Response in Cloud

¢ Forensic Investigation in Cloud

¢ Business Continuity and Disaster Recovery in Cloud
e Governance, Risk management, and Compliance in Cloud
e Standards, Policies and Legal Issues in Cloud

Target Group

This course is suitable for anyone who wants to gain a comprehensive
understanding of cloud security. Cloud Security Architect, Cloud Security Manager,
Cloud Security Administrator and Cloud Security Engineer are some typical job
roles.

Prerequisites

e Practical knowledge of network security

e Basic understanding of cloud computing concepts.

¢ You will need an account (preferably a new account in the free tier) for AWS,
Azure and GCP cloud services to run labs.

Exam

Once you have completed the course and been assessed by EC-Council, you will

receive a voucher from us for the "Certified Cloud Security Engineer 312-40" exam,
which you can take at a VUE test center at no additional cost.
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Reservation

On our Website, you can reserve a course seat for 7
days free of charge and in an non-committal manner.
This canalso be done by phone under +49 6074/4868-0.

Guaranteed Course Dates

To ensure reliable planning, we are continuously
offering a wide range of guaranteed course dates.

Your Tailor-Made Course!
We can precisely customize this course to your
project and the corresponding requirements.

Training Prices, excl. of V.AT.
Classes in Germany 5Days €3,995
Online Training 5Days €3,995

Dates upon request
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Our Training Offer for You

Classroom Training
The live training experience in our training centers or on your premises

on-site.
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Online Training
Attend your course in online mode - without travel and accommodation
expenses and effort.
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Hybrid Training
HY Classroom & online in one course — choose how you wish to participate
in your training event.

In-house Training
We create your customized training concepts for your project.
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Guaranteed Course Dates
ExperTeach guaranteed course dates allow for secure and reliable planning.
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