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Performing CyberOps Using Cisco Security Technologies

The Performing CyberOps Using Cisco Security Technologies (CBRCOR) course guides you through the

fundamentals, methods, and automation of cybersecurity operations. The knowledge you gain in this
course prepares you for the role of Information Security Analyst in a Security Operations Center (SOC)
team.

You will learn basic concepts and their application in real-world scenarios and how to use playbooks to
formulate an incident response (IR). The course teaches you how to use automation for security using
cloud platforms and a SecDevOps methodology. You will learn the techniques for detecting cyber
attacks, analyzing threats, and making appropriate recommendations for improving cybersecurity.

This course also earns you 40 Continuing Education (CE) credits for recertification and prepares you for
the 350-201 CBRCOR Core Exam.

Course Contents

¢ Understanding Risk Management and SOC Operations

* Understanding Analytical Processes and Playbooks

* Investigating Packet Captures, Logs, and Traffic Analysis

¢ Investigating Endpoint and Appliance Logs

¢ Understanding Cloud Service Model Security Responsibilities
¢ Understanding Enterprise Environment Assets

¢ Implementing Threat Tuning

* Threat Research and Threat Intelligence Practices

¢ Understanding APIs

¢ Understanding SOC Development and Deployment Models
¢ Performing Security Analytics and Reports in a SOC

* Malware Forensics Basics

 Threat Hunting Basics

¢ Performing Incident Investigation and Response

You will receive the original course documentation from Cisco in English language as a Cisco E-
Book. In the Cisco Digital Learning Version, the content of the courseware is integrated into the learning
interface instead.

Target Group
Although there are no mandatory prerequisites, the course is particularly suited for the following
audiences:

¢ Cybersecurity engineer

¢ Cybersecurity investigator

e Incident manager

e Incident responder

¢ Network engineer

© SOC-Analysten, die derzeit auf Einstiegsebene tatig sind und mindestens 1 Jahr Erfahrung haben

Prerequisites
Although there are no mandatory prerequisites, to fully benefit from this course, you should have the
following knowledge:

 Familiarity with UNIX/Linux shells (bash, csh) and shell commands.
¢ Familiarity with the Splunk search and navigation functions
* Basic understanding of scripting using one or more of Python, JavaScript, PHP or similar.

Recommended Cisco offering that may help you prepare for this course:

¢ Understanding Cisco Cybersecurity Operations Fundamentals (CBROPS)
¢ Implementing and Administering Cisco Solutions (CCNA)

Course Target
Prepare for the CBROPS exam. Learn the fundamental skills, techniques, technologies, and practical skills
required to prevent and defend against cyber attacks as part of a SOC team.

Processing time
approx. 30 hours

Status 04/21/2026
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Reservation

On our Website, you can reserve a course seat for 7
days free of charge and in an non-committal manner.
This canalso be done by phone under +49 6074/4868-0.

Guaranteed Course Dates
To ensure reliable planning, we are continuously
offering a wide range of guaranteed course dates.

Your Tailor-Made Course!
We can precisely customize this course to your
project and the corresponding requirements.

Cisco Digital Learning

This course is available in the Cisco Digital
Learning Library. These recently developed,
multi-modal training events include HD videos
moderated by lecturers with stored searchable
text and subtitles, as well as a exercises, labs, and
explanatory text and graphics. We provide this
offertoyouvia our myExperTeach learning portal.
Effective of the activation of the account, access
to the courses will be granted for a duration of 6
months. In the case of packet solutions (Cisco
Digital Learning Subscriptions), this time period
will amount to 12 months.

Cisco Digital Learning
Activation for 6 months

Prices, excl. of V.AT.

€1,000

Training Prices, excl. of V.AT.
Classes in Germany 5Days €3,950
Classes in Austria 5Days €3,950
Online Training 5Days €3,950

Date/course venue Course language German Hl

06/07-10/07/26 isasFrankfurt 09/11-13/11/26 wasOnline
06/07-10/07/26 isas0Online 09/11-13/11/26 waaWien
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Our Training Offer for You:

Classroom Training
The live training experience in our training centers or on your premises

on-site.
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Online Training
Attend your course in online mode - without travel and accommodation
expenses and effort.
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Hybrid Training
Classroom & online in one course — choose how you wish to participate
in your training event.
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In-house Training
We create your customized training concepts for your project.
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I Guaranteed Course Dates
ExperTeach guaranteed course dates allow for secure and reliable planning.
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